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Malware Classification Method Based on Improved CNN
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Abstract: The increasing variants malware bring a great threat to network security, leading to weak generalization
and insufficient accuracy of existing base on the convolutional neural networks (CNN) malware classification methods. To
solve these problems, an approach, namely, a classification method based on improved the CNN for malware RGB (Red
Green Blue) visualization that can resist variants and obfuscation malware. Firstly, our method proposed a feature represen-
tation method based on RGB image, which pays more attention to the semantic relationship between binary, assembly infor-
mation and API information of malware. The generated image, with richer vein information, that can uncover deeper depen-
dencies between the original and variants of the malware. Secondly, to address the problems of malware encryption and ob-
fuscation, this paper uses the coordinate attention module (CAM) to obtain a larger range of the spatial information to
strengthen malware features. Finally, the Atrous spatial pyramid pooling (ASPP) is combined to improve the CNN model to
address the information loss and redundancy due to image size normalization. The experimental results show that the above
methods stands out among the recent advanced methods with an accuracy of 99.48% and 97.78% for dataset Kaggle and da-
taset DataCon. Compared with the other methods, our method had the accuracy increased by 0.22% for dataset Kaggle, and
had the accuracy increased by 0.80% for dataset DataCon. Our method can effectively classify malware and variants of mal-
ware families, which has excellent generalization ability and anti-obfuscation ability.

Key words: network security; malware classification; RGB image; compile information; semantic relationship; coor-
dinate attention module; atrous spatial pyramid pooling
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1 Fori,j<1tok//kis dataset number

2 {//M,: {Rl,Gi’Bi}ngb}

3 while ¢ < maxlter do:

4 for each image g € Q in batchset:

54

6 q,.,0))< CAGF(@G,,, C.))

7 q,.,(.j)«< Fused—MBConvl(q,, (i)
8 q,.,(.j)« Fused —MBConv4(q,,  (i.)))
9 4., 0.))<MBConva(g, ., ()

10 q,.,(@j)«<MBConv4(q,,, (i)

1L g, @)« Convig, ., ()

12 q,6)<q.6))

13 q,(i))« ASPP(q, ., (i.)))

14 q,,,(.j) < Dense(d(q,., (i./))

15 }

16 accuracy’*' « trainModel ( batchset )

7 end while
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Obfuscator. ACY 1228 Any kind of obfuscated malware
Gatak 1013 Backdoor
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